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There is now widespread awareness of 
the very considerable burden of harm 
and associated costs resulting from medi-
cation errors, which, in turn, has stimu-
lated national and international drives 
to reduce medication-associated harm. 
In parallel, there is a growing apprecia-
tion that health information technology 
(HIT) has the potential to reduce the 
risk of medication errors. There is, 
however, a wide gulf between HIT as a 
structural intervention and its transla-
tion into improvements in care processes, 
and a wider gulf still between the process 
of care and improvements in health 
outcomes.1 What matters to patients, and 
their loved ones, is of course avoidance of 
actual harm and it is for this reason that 
the WHO, in launching its Third Global 
Safety Challenge, called it ‘Medication 
Without Harm’.2

Governments across the world are 
investing substantial sums of money in 
moving care from paper-based records 
to electronic health record (EHR) infra-
structures. A key driver for this move is 
the belief that this will result in substan-
tial improvements in patient safety.3 A 
high frequency of medication errors and 
preventable adverse drug events have 
been documented in many studies of 
patient safety problems, making medica-
tion safety an obvious place to start. Yet, 
the analysis by Holmgren et al reported 
in this edition demonstrates that current 
EHRs would fail to prevent over one-
third of potentially serious medication 
errors in a sample of 1527 hospitals in the 
USA.4 A key strength of their study was 
that they were able to track progress in 
preventing such medication errors over 
a 7-year period (ie, from 2009 to 2016). 
Despite this coinciding with a period in 
which the largest national investments in 
EHRs were made, through the US Health 

Information Technology for Economic 
and Clinical Health Act,5 there were 
only relatively modest improvements 
in hospital safety performance when 
judged using a standardised (and largely 
unchanged) set of 44 simulated medica-
tion orders.

It is important to try to understand 
why there were such modest effects in the 
translation from structural intervention 
to the process of ordering medications. 
The reasons are likely to be multifac-
eted, including the fact that much of the 
strongest evidence on EHRs improving 
medication safety comes from clini-
cian enthusiast-led, ‘home-grown’ and 
extensively customised EHRs that had 
improvements in medication safety as 
a core goal.6 In contrast, health systems 
across the world are largely now imple-
menting commercial ‘off-the-shelf ’ EHRs, 
which were primarily designed to support 
administrative tasks related to billing and 
documentation rather than to improve 
patient safety. Furthermore, the defen-
sive stance adopted by these commercial 
EHR vendors has resulted in what many 
clinicians consider inappropriate alerts 
leading to the widely recognised phenom-
enon of alert fatigue and the inadvertent 
over-riding of clinically important warn-
ings.7 More substantially still, it is naïve 
to consider that computerised provider 
order entry (CPOE) or computerised 
decision support systems (CDSS) alone 
would be able to prevent all or even the 
majority of medication errors. Rather, 
what is needed is for HIT interventions 
to be framed within a broader set of 
approaches that pay due consideration 
to the sociotechnical factors that are 
important to determining how HIT is 
deployed and implemented in practice.8

Looking ahead, I believe there are six 
key issues that need to be addressed to 
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realise the potential of HIT to improve medication 
safety. I consider these, in turn below.

First, there is a need for more accurate data on the 
absolute and relative burden of preventable harm 
associated with different medications across care 
settings—that is, both in hospital and community care 
contexts—and an appreciation of which subpopula-
tions are at highest risk of these errors. Such infor-
mation is crucial to build a common understanding 
of the medications, patients and clinical settings that 
are most amenable to HIT-based interventions and on 
which we therefore ought to focus our efforts.9

Second, and related to this, there is a need to develop 
valid and reliable indicators of errors associated with 
these drugs to allow meaningful benchmarking and an 
assessment of progress in enhancing patient safety over 
time or in relation to the effectiveness of interventions. 
Some progress has been made in this respect through 
the work of the Leapfrog Group in the USA. In fact, the 
study reported by Holmgren and colleagues4 involves 
a CPOE assessment test designed by investigators at 
Brigham and Women’s Hospital in Boston and the 
University of Utah, but used by the Leapfrog Group in 
their Annual Safe Practices Survey, distributed nation-
ally to US hospitals with results publicly reported. In 
the UK, a limited number of medication safety indica-
tors have been developed for the drugs that are most 
commonly implicated in serious potentially avoidable 
harm in hospital settings10 and, importantly, also in 
primary care.11

Third, there is a need to develop interventions 
that capitalise on the increasingly ubiquitous EHR 
infrastructures and accompanying CPOE and CDSS 
functionality, but which also attend to wider socio-
technical considerations. Such complex interventions 
will invariably need to include one or more of addi-
tional educational, training or behavioural change 
dimensions and are likely to include feedback loops if 
we are to use these technologies to achieve sustained 
change.

Fourth, there is then a need to evaluate the accept-
ability, effectiveness and cost-effectiveness of these 
complex HIT-based interventions using robust study 
designs, preferably randomised controlled trials. 
The choice of outcomes in such trials is crucially 
important.12 Wherever possible, clinical endpoints are 
preferred over process measures.13 For those inter-
ventions found to be effective, there is then the need 
to draw on implementation science to find ways of 
embedding the innovation into routine clinical care at 
scale.

Fifth, we need to develop mechanisms to enable 
standardised reporting of progress in enhancing medi-
cation safety nationally. The WHO co-led annual 
Global Ministerial Summits on Patient Safety now 
provide a high-profile forum for presenting updates 
on progress and for the sharing of expertise, experi-
ences and lessons learnt.

Finally, we need far more open in reporting on the 
(many) limitations of EHRs in hampering progress 
towards the goal of medication safety together with 
mandatory reporting of any new HIT/EHR-associated 
risks to medication safety. Such transparency should 
lead to more informed choices about the relative 
strengths and limitations of different EHRs and, more 
importantly, provide important insights into how to 
improve the design of EHRs.

The WHO’S Third Global Safety Challenge, the 
recent World Health Assembly Resolution on Patient 
Safety14 and the continuing policy interest in EHRs 
have combined to provide an unparalleled opportunity 
to realise the potential of HIT to enhance medication 
safety. We owe it to our patients to work in a collab-
orative, coordinated way to achieve the much-needed 
HIT-enabled leap forward towards the goal of Medica-
tion Without Harm.
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